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November 24, 2020

Dear Trinity College Community Members,

As many of you will recall, the college was the target of a sophis�cated cybera�ack that disrupted our
network systems for several days in September. One of the immediate ac�on steps we took was to
launch a thorough inves�ga�on into the a�ack, to discern exactly how it happened and to assess its full
scope and impact. That inves�ga�on, conducted by CrowdStrike—one of the world’s top cybersecurity
firms—is now complete, and I write today to share its findings with the broad Trinity community.

It’s an unfortunate reality that Trinity is among thousands of ins�tu�ons that have been hit by
cybera�acks, and we know that educa�onal ins�tu�ons, many of them relying more than ever on web-
based technology to teach and learn and to manage opera�ons amid the pandemic, have been hit
especially hard this year. The rapid response of our Informa�on Services team kept this situa�on from
being much worse, and consulta�on with the Audit and Risk Commi�ee of Trinity’s Board of Trustees,
many of whom have professional exper�se and experience in this realm, was invaluable. Addi�onally, I’m
grateful for the support of Ma�hew Prince ’96, CEO and co-founder of Cloudflare, whose counsel we
sought early on and who was instrumental in securing the services of CrowdStrike.

Fast ac�on on the part of the Trinity team meant the a�ackers had limited access to and �me on our
servers and therefore did not succeed in their objec�ve of encryp�ng the environment and then
promptly demanding ransom. To date, we have not received any such demand. The inves�ga�on did,
however, reveal that two datasets from Trinity servers were accessed. One contained historical data
(from 2013 and earlier) on dona�ons by individuals and ins�tu�ons. The informa�on accessed was
largely what Trinity and many other schools typically have reported publicly in annual donor rolls. No
social security or driver’s license numbers were accessed, nor was any personal financial, banking, or
health informa�on. While none of the advancement data affected is of the type that legally requires
no�fica�on, we felt it important to share this informa�on with all of you.  

The other dataset contained admissions data and a limited amount of biographical and demographic
informa�on, including full name and date of birth. In two U.S. states—Washington and North Dakota—
that combina�on of full name and date of birth is considered Personally Iden�fiable Informa�on (PII),



11/24/2020 Mail - Clark, Brendan W. (2021) - Outlook

https://outlook.office.com/mail/inbox/id/AAQkAGE4MDQyNzhiLTUyZmYtNDdmMC1hMTQwLWE3ZjZkZTBkMGU5OQAQAA%2BWimkOt8RHjFfwt%2B0T… 2/2

requiring no�fica�on by the college, and we are in the process of communica�ng to those affected
individuals.

For those who were part of the most recent admission cycle (2019-20), the data breach also involved
some applica�on file data, including admissions decisions. We are reaching out to those individuals
directly as well. Again, no social security or driver’s license numbers were accessed, nor was any
personal financial, banking, or health informa�on. This data isn’t of the kind that would require
no�fica�on, either, but here, too, we wanted to go beyond what’s legally required in informing our
community.

Please accept my sincere apologies on behalf of the ins�tu�on for any concern this incident may cause.
Please also know that in addi�on to conduc�ng a comprehensive inves�ga�on, we have taken numerous
steps to enhance security and help prevent future a�acks. We have purchased and installed on all of our
servers and cri�cal worksta�ons advanced anomaly detec�ng so�ware, which is monitored 24 hours a
day by cybersecurity professionals. We have increased the blocking and sensi�vity of our firewall
detec�ons. We have rebuilt much of our authen�ca�on systems and required all users to change their
passwords, and we are accelera�ng the implementa�on of mul�factor authen�ca�on (that is, requiring
more than one verifica�on of iden�ty to access Trinity systems).

Cybera�acks are increasingly common and sophis�cated. Everyone, whether they were affected by this
incident or not, should remain vigilant toward any suspicious ac�vity, regularly update passwords, and
consider other precau�onary measures to protect personal informa�on. Trinity is commi�ed to
maintaining the privacy of personal informa�on with which we have been entrusted. We will con�nually
evaluate our prac�ces and internal controls to enhance security. Should you have ques�ons related to
this incident, please reach out to cyberinciden�nfo@trincoll.edu.

Sincerely,

Joanne Berger-Sweeney
President and Trinity College Professor of Neuroscience 


